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Distinct tapping sound
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Existing methods
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Challenge-I: keystroke recognition

Difficult task with weak signal
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Challenge-II: unlabeled data
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System overview
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Keystroke recognition: weak signal
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Keystroke recognition: pre-grouping
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Keystroke recognition: pre-grouping
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Unsupervised classification: clustering
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Auto-encoder based clustering
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Experiment setup

e Participants: 6 volunteers as victim users

Dataset:

* 200 keystrokes of each key from the adversary for training
* 4680 keystrokes from the victim users for inference

* Training: Intel i7-8700K CPU and Nvidia GTX 2080Ti GPU

* Testing: Samsung GalaxyS7, Nexus 5X and Huawei P30 Pro
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Evaluation

e Overall performance
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Evaluation

* System Component
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Evaluation

 Different users
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Conclusion

 Demonstrate a possible privacy leakage through dual
microphones on the mobile phone

* Propose effective unsupervised model to infer keystrokes with
weak acoustic signal

* Implement the prototype of the system and evaluate on
different mobile phones
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